Kaxk He monacTbCsa HA YVJIOBKH MOLLIEHHUKOB

Bce wuarie MOIICHHUKH IS MOJYYEHHUS JOCTYNAa K TMEPCOHAIBHBIM
JaHHBIM, PEKBH3UTaM OAaHKOBCKHX IUIATS)KHBIX KapTOYEK, HapOJIsIM U APYTroi
KOH(DUICHIIMAIBHOW WH(MOPMAIIMK HCIOJIB3YIOT METOJBI  «COIMAIbLHOMN
WHXXCHEPUW». HE B3JaMbIBAIOT YCTPOKMCTBA, a BBIMAHHMBAIOT HYXHYIO
UHOOPMAIINIO, HCIIOJIL3Ys Bl SMOITHH.

C xmuenTtoM OaHKa TMOCPEACTBOM Tele(OHHOTO 3BOHKA WJIH B
COLIMAJIbHBIX CETSAX CBA3BIBACTCS MOIICHHHUK 101 BUIOM IPEACTaBUTENSA OaHKA
WIK C aKKayHTa Jpyra, poACTBCHHHMKA. B XxoJe 3BOHKAa WM TEPEIUCKH
COOECETHHUK OIMCHIBACT CBOIO CIIOXHYIO KU3HEHHYIO CUTYAI[UIO U IIPOCUT EMY
MaTepualbHO TOMOYb WJIM «3allyTHBaeT» JIOKHOW uHOOpMaIued o
COMHHTECIIBHBIX OIEPAHIX ¢ OAHKOBCKOM KapTOUKOW (HAJIWYUU 3asBKH Ha
KpEJIUT, OJIOKMPOBKE CUeTa, MOIICHHUYECKUX aTakax W Jp.), IPEICTaBIISACH
pabOTHHUKOM OaHKa, W MpeajiaraeT s COXPAaHCHHS OCTaBIIMXCS JICHEKHBIX
CPEICTB TIepeBeCTH HMX Ha HOBBIM cueT. CoOeCeHHK TOBOPUT OYCHD
yOeIUTEIIbHO U, KaK TPAaBUIIO, TOPOITUT Pa3BUBAIOIIUECS COOBITHS.

Cuenapuu MOTYT OBITh pa3HBIMH, & HTOT OJWH: KJIUEHT CAMOCTOSATEILHO
IIPEIOCTABIIIET BCE CEKPETHBIC JaHHBIC, KOJBI M3 CMC-COOOIIeHNN OaHKa,
JIOTUH 1 mapoiii. [To3ToMy Takue cirydan He OTHOCSTCS K IPUHIIUITY «HYJICBOK
OTBCTCTBEHHOCTH»  0OaHKa, TaK Kak KOH(MHICHIHMAIbHBIC JIaHHBIC
3JIOYMBIIIICHHUKY COOOIIMIIN BbI CAMHU.

OOe3omacuts ce0S OT JAHHOTO THIA MOIICHHHYECTBA MOXKHO,
coOmro/iass MPOCThIE MEphl  OE30MMaCHOCTH W MPOSBIISAA  Pa3yMHYIO



onurenbHOCTh. Eciin Bail cobeceTHUK MPeACTaBUIICS COTPYIHUKOM OaHKa U
MBITACTCS MOJYYUTh MEPCOHATILHBIE JAHHBIE, PEKOMEHIyeM He3aMeJIUTEIIbHO
3aBEpIIUTh JUAJIOT M CaMOCTOSATEIbHO OOpaTUThCS B OaHK IO HOMEPY,
yKa3aHHOMY Ha Baiiieit 6aHKOBCKOM KapTe, 0(UIIMATBLHOM caiTe 00 MPUNTH
B 0(p1C JTUYHO.

He OyapTe uznuuiHe 10BEpUUBBIMU, HE COBEpLIANTE JEHCTBUI, KOTOPHIE

CIIOCOOCTBYIOT mepeaade KOHDUACHIIUATBHBIX JaHHBIX TPEThUM JIUIIaMm!

BoT HECKOJIBEKO IMPOCTBIX COBCTOB, CO6JIIOI[6HI/IG KOTOPBIX, IIO3BOJINT HC

CTaTh )KEPTBOU 3JI0YMBIIUIEHHUKOB:

1.

o

[lepen Tem, Kak OTKIMKHYTHCS HAa IPOCHOY Jpyra B COMAILHOUN CETH,
CO3BOHUTECh C HUM WM HAWAUTE CIOcO0 yOeAuThCs B TOM, YTO €rO
aKKayHT HE B3JIOMaH (3a7aiiTe APyTy BOIMPOC, OTBET HA KOTOPHIN 3HACTE
TOJBKO BbI 00a);

.Y 0aHKOB HET COBMECTHBIX KOHTAaKTHBIX IIEHTPOB U CIIYXKO

0€30IacHOCTH,  CJIEOBAaTEIbHO, MEPEKIIOYEHUE MEXAY HUMHU
HEBO3MOXHO. ECIM 3BOHALIMKA TOBOPUT O TAKOM «IIEPEKIFOYCHUN),
IIPEPBUTE PA3rOBOP U MEPE3BOHUTE B baHK 110 HOMEpaM, YKa3aHHbIM Ha
Baiieil 0aHKOBCKOW KapTe 00 oduiuaibHOM caiTe (UHAHCOBOTO
YUPEKIACHHUS;

. Ecmn cMc-cooOmienrne o TMOA03pUTEIIbHOM Omepalui 10 KapTOYKe

MPUXOJUT B HOBYIO BETKY IEPENMHUCKH, B KOTOpPOM paHee HEe ObLIOo
coobuieHuit or baHka — 3TO NMOBOJA YTOUYHHUTH €€ JIOCTOBEPHOCTH U
Nepe3BOHUTH B baHK 10 oduIlMaIbHBIM HOMEpaM;

PaGoTHukn OaHka HHMKOT/Ia HE TPOCAT O3BYYHUTH CMC-KOJH, KOTOPBIA
HEO0OXOAMM JIJIsi TOATBEPKICHUS COBEPIICHHS 0AHKOBCKOMW OTIepaIlnH, a
TaKK€ HUKOTJa HE CHpallMBaIOT JIOTUH WX Tapoyib i BXOJa B
cucreMy MWHTepHEeT-OankmHra. B TakoWl cuTyaluu HEMEIJICHHO
MIPEPBUTE PA3TOBOP U CBSHKUTECH ¢ baHKOM Mo ouIMaILHBIM HOMEPaM.

. Huxkomy He cooO1iaiite JaHHbIE CBOCH KapTOUKHU U BCET/Ia JIEPKUTE €€ B

IMOJIC 3pCHU ITPpU COBCPIICHUHN HHaTe)I(eﬁ;
OO0s13aTeNBHO IIOAKIIFOYUTC 3D-secure u CMC-OITIOBCIICHHUC,

. Ucnonp3yiiTe TOABRKO OQGHUIIMAIBHBIA CANT I BXOJAa B CHCTEMY

WNuTtepHer-6ankuara Wik Oo(UIMATbHOE MOOWIBHOE TMPUIIOKCHHUE
COOTBETCTBYIOIIET0 OAHKOBCKOT'O YUPEXKICHUS;

. PerymsipHo OOHOBIISIIATE MApOJIH, UCTIOIB3YEMbIE ISl BXOJIA B CUCTEMY

I/IHTepHeT-6aHKI/IHF d, a TaKXKC JIA TOATBCPKIACHHA nﬂaTexceﬁ;

. B CJIy4ac BbIABJICHUA I[GI\/JICTBI/II\/'I IO KapTOYKEC, KOTOPHIC HC COBCPIIAIUCH

ee Jep)KaTeseM, HeoOXOJuMO OlepaTUBHO oOpatuTcs B baHk mo
ouIMaIbEHBIM HOMEpam WIH 3a0JIOKUPOBATh KapTOYKYy
camoctositeibHO B MuTepHer/M-OaHkuHre (NMpU HAIWYAM TaKOU
BO3MOYHOCTH).



Yro ObI o0Oe30macuTh ce0f U MNOBBLICUTH YpPOBeHb UHGPOBOH
rPAMOTHOCTH, PACCMOTPHUM caMble PACHPOCTPAHEHHbIE HA TeKYIIH
MOMEHT CXeMbl MOILIECHHUYECTBA:

1. «3BoHOK U3 banka

Bawm 3BoHuT He3Hakomeln. Homep Bxoasiiero 3B0HKa OUYE€Hb MOXOXK Ha
HOMep OaHKa, a 3BOHSIIINI MPEICTaBIsAECTCS pa0OTHUKOM KOHTAKT-I[EHTPA WU
CITy>kObI O€30MMaCHOCTH OaHKa.

Jns  peanuzaniii  MOIIEHHUYECKOM CXEMBbI TakKXKe HCIOIb3YIOTCS
MeCCeHKEphI, mpekae Bcero Viber, WhatsApp u Telegram. Bxonsmiuii
3BOHOK MaKCHUMaJbHO 3aKkaMy(hIupoBaH IMOJ 3BOHOK COTpyJHHUKA OaHKa: Ha
aBaTapKe MOKET UCTOJIb30BAThHCS JIOTOTHUIT OaHKa (TTOJTHOCTHIO WIIM YACTUYHO),
a oToOpakaeMbIi TenehOHHBI HOMED 3BOHSIIETO MOXKET OBITh OUYCHB TTOXO0XK
Ha TenedoH CIyKObl MOAJACPKKU OaHKa. Y MOIIIEHHUKOB €CTh BO3MOXKHOCTD
3BOHUTh C HOMEPOB, IMOXOXKHUX (peXke — IMOJHOCTHIO COBMAAAIONIUX) Ha
oumagbHble HOMEpa OaHKa. 3I0YMBIIIJIEHHUKH MEHSIOT HU(PPBI B HOMEPE,
KOTOPBIE BBl MOKETE HE 3aMETHUTh.

MormieHHIK cOOO0IIIaeT, UTO «0aHK BBISSBUII TIOIO3PUTEIBHYIO OTIEPAITUIO
no Barmeit kapTe» WM «MOCTYyNUJI 3alpoc Ha OHJIAH-0(OpMIICHUE KpeIuTa
Ha Bamre nms».

OH mpocHT y Bac JIOTHH U napoiib oT MHTepHeT-0ankuHra, koa u3 SMS
ot banka (3auacTtyro conpoBoxaaembiid ppazoit «Hukomy He coobmaiite!»),
PEKBU3UTHI KapThl (MOJHBIM HOMEp KapThl U Cpok ee nerctBus, CVV- unu
CVC-ko). DTO HY>KHO SKOOBI «JJIsl COXPAHHOCTH BalllUX JEHET.

Kak MoumeHHMK NbITaeTCHA Bac yOeAuTh:

o  «Mbl 360HUM C OPUYUATEHO20 HOMEPA, NPOBEpbIME HA CaALle).

o «B yenax rounguoenyuanvnocmu s exkouar0 poboma, KOmopuwiil

3awumum eawiu OaHHblE.

o Jlus yOenuTenbHOCTH OH HA3bIBACT Ballld MEPCOHAIBHBIC JTAHHBIC
(ums1, oTyecTBO, mocieaHue 4 1U@pbl KapThl U JAp.) U MPOCUT
NIEPEBECTHU JICHbIU «HA 3AUUWEHHBIU Ccuem, KOMOpblll 3aKPeniéH 3a
NEPCOHANLHbIM MEHEeOHCEPOM: DMO HYIHCHO OJisi 6€30NACHOCMU, a
NOMOM bl CMOINCEME GEPHYMb OCHLIUN.

o Wnm npocut Ha3BaTh Ballld MEPCOHAIIbHBIE JJAHHBIC UM CEKPETHBIE
KoJibI 13 SMS po06oTy, Ipr 3TOM B TPYOKE BBI CIBIIIATE MY3BIKY.

« Bawm npepnararor ycinyru CTpaxOBKH OT MOIIEHHUYECKUX JCUCTBUM.
Jlns1 ee oopmieHHs HEOOXOIUMO TPEAOCTaBUTh JaHHBIE O KapTe, Ha
KOTOPOM HaXOSITCSl 3HAUUTENbHBIE ACHEXKHbIE CpeacTBa U SMS-K0/1
TUTSL TIOATBEPIKIACHUSI OTIEPALTUH.

Baosxcno! Hukomy ne cooowaiime ceou JuuHvle OaHHble, OAHHbLIE
Kapm, 3augumnule Koowl, koovl uz SMS! Ecau ¢ kapmoii, oeiicmeumenvbHo,
npoucxooam MmouieHHudeckue onepauyuu, bauk cam mooscem ee
3a010Kkuposams!



Eme oauH u3 cnoco0oB MOMyudduTh AOCTYNn K Bammm aeHexHbIM
CpelICTBaM, UCITIOJIb3YSI METO/IbI COI[UATBLHON HHKEHEPHUH, TOOYIUTH KIIUEHTOB
OAHKOBCKUX YUYPEXKICHUN yCTAaHOBUTH CTOPOHHHE MOOWIIbHBIC MPUIIOKECHHUS
JUTsl YTAJIEHHOTO JIOCTYyTa B MOOUIIBHOE YCTPOMCTBO MOTEHIIUAILHOM KEPTBHI.
Jlnst npumepa, OJTHUM U3 TaKUX NpHIIoKEHUH saBisiercs “AnyDesk - yaanennoe
ynpasienue’” u3 cepsucoB Google Play/App Store.

3BOHKM OCYIIECTBISIIOTCS, KaK MPaBUJI0, HA MOOWIbHBIE Teae(OHbI U3
YKa3aHHBIX BBIIIE MECCEHIKEPOB. [Ipr 3TOM MOIIEHHHKH MPEACTABIISIOTCS
COTPpYJIHUKaMH OaHKa, COOOIIAIOT O SKOOBI 3a(PpUKCHUPOBAHHBIX IOIBITKAX
COBEpUICHUS IMOJO3PUTENbHBIX ONEpalMii Ha BHYILIUTEIbHBIE CYMMBbI,
MpEJIararoT MOATBEPAUTh UX JISTUTUMHOCTh. B X0ae pasroBopa, ¢ LEIbIO
CKOpEMIIEro BXOXKACHUS B IOBEPUE, ONIPALLINBAIOT KIIMEHTA, 33/1aBasi BOIIPOCHI
obmero xapakrepa: «llepenaBaiace nu  BIIK  Tperbum  numamy,
«JocraBnstoress mu CMC-onoewienusi» U T.11. CooOmarwT o0 OJIOKUPOBKE
COMHUTEIBHBIX OIEpallMi W CYeTa KIMEHTA. [[7d TOBBIIIEHUS CTEIEeHU
3amuineHHocTH MHTepHeT-0aHKMHTa M BOCCTAHOBJICHUSI JIOCTyINa K CYETY
KJIMCHTY HACTOSATEIIBHO PEKOMEHAYIOT YCTaHOBUTH Npuiioxenue «AnyDesk -
yaajeHHoe ympasieHue» u3 cepBucoB Google Play/App Store. B ciyuae
corjlacusi  IOCTPAJABIIECTO, KOHEYHO K€, OKa3blBalOT MOMOLIb U
KOHCYJIbTAlIUI0O B YCTAaHOBKE. YCTAHOBIICHHOE NPUJIOXKEHHE MO3BOJISIET
3JIOYMBIIIJICHHUKAM MOJIYYUTh YAAIEHHBIA IOCTYM K BallIEMY YCTPOMCTBY.

2. «IloTeHIIUANBbHBIA MOKYNIATEIb)

MOIIIEHHUK TPEACTaBISETCS MOTEHIMAIbHBIM TOKYyNaTeJIeM TOBapa,
OOBSABIICHHE O MPOJAKE KOTOPOTO OBLJIO pa3MeIleHO BaMu B ceTu MHTepHeT.
[Io KaKUM-TO NMPHUYMHAM «IOKYMAaTEeJb» HE MOXKET CETOJHS NMPUBE3TH WIIN
MEPEUNCIUTh JIEHbIM, HO XOYET MPUCIATh BaM 3QJIOT U3 JPYyroro ropoaa Io
CUCTEME JUCTAHIIMOHHOTO OAHKOBCKOTO OOCTYKMBAHUS.

JInsi mpoBepKM MOCTYIUIEHUS TEPEBOJA MOUICHHUK HAMpaBiseT Bam
CChUIKY Ha (DUIIMHTOBBIM CalT, KOTOPBIM OYEHb OJIM30K MO JU3aiiHy Ha
UCIIOJIb3YEMbIil BAMU MHTEPHET-0aHK WM CTPAHUILy i1 BBOJIa PEKBU3UTOB
KapTOYKHU JIJI MOJIYYECHUS YK€ OTIIPABIECHHOTO NIEPEeBOAa ACHEKHBIX CPEJICTB.
[Toce BBeAaeHUST BaMu B TOJISI (DUIIMHTOBOTO CalTa Mapojs M JIOTMHA WU
PEKBU3UTOB Balllel KAPTOYKH, JAHHBIE CTAHOBATCS JOCTYITHBI MOIICHHUKY .

BmecTo cChuIKM MOIIEHHUK MOXET HarpaBuTh BaM QR-koxd, KOTOpbIn
TaK)Ke XpaHUT B ceOe cChUIKY Ha (puImmHTOBBIN caiT. [locie BBeneHns BaMu B
noyisi (OUIIMHTOBOTO cailiTa Tapoyisi W JIOTMHA WM PEKBU3WTOB Ballel
KapTOYKHU, TAHHBIE CTAHOBATCS JOCTYITHBI MOIIICHHUKY .

Ba:xno! He nepexoaurte mo moao3purejbHbIM ccbhlIKaM. [l BeO-
Bepcun IHTEpHET-0aHKMHTa UCTI0JIB3YHTE TOJIBKO OpHUIIHAIIbHBIN caiT baHka,
a JI71s1 MOOMJIBHOM BEPCUU — TOJIBKO MOOUIIbHOE TPUIIOKEHUE, 3aTPYKEHHOE U3
o(pUIHATBHBIX Mara3uHOB. BHUMAaTENbHO U3y4YHUTE CAlT, HA KOTOPOM BBOJIUTE



auuHble JaHHble. (O0s3aTelbHO TPOBEPHTE HAJIMYME TaKoro cairta B
HNuTepHeTe myTemM 0OBIYHOTO TOUCKA.

3anomuure! /i1 moJiydyeHusi mepeBOAa JE€HEKHBIX CPEICTB HeT

HEO0X0IMMOCTH BBOAUTH CPOK AeiicTBUsA KapThl 1 CVV-Kkox.
3. «Coo0uieHns B CONMATBbHBIX CETIAX»

MornieHHUK HE3aKOHHBIM IyTEM IMOJy4aeT JOCTYN K CTPAHUYKE B
COLIMAIIBHOW CE€TH W OTHPABIISIET COOOIIEHHS C MPOChOON (PUHAHCOBOM
MIOMOILIA OT UMEHU €€ BIAJEIbla IPY3bsIM.

[Ipocsba MoxkeT ObITh camas pa3Has: oT «CKUHb MHE JICHET Ha KapTy,
o JApyxk0e» 10 HEXBaTKU JICHET Ha OOJIBIIIYIO MOKYINKY. B peakux ciayuasx
MOIICHHUK JaK€ MPOCUT TMPOM3BECTH OIIATy CaMOCTOSITENIbHO, oberias
BO3MECTUTH 3aTPAThI IPU JIUYHOMN BCTPEYUE.

[Ipy mnOdMyYEeHMH COMHHTENIBHOTO COOOLIEHUS WIM Majeiien
HEYBEPEHHOCTH B TOM, YTO BBl JICUCTBUTEIBHO OOIIACTECh C BIAJCIbIEM
CTpaHUYKH, IO3BOHUTE EMY.

4. «Po3birpeimm/pasgaun/onpocsbl oT banka Wi HHBIX OpraHu3anuin»

MOUIIEHHUKN OCTaBJISIIOT BBIAYMAaHHYIO peKJIaMy B MOMYJISIPHBIX
COLIMAJIBHBIX CEeTSAX 00 ompoce oT umeHu banka u «Pa3gade mpuz3oB mepBoit
1000 mpomenmux ompoc!» MO0 s 3a9MCICHUS JEHEKHBIX CPEJACTB B YECTh
I00UNIEHHON JaThl CO AHS OOpa3oBaHUs TOTO WJIM WHOTO (PUHAHCOBOTO
yupexaenus. llenp ompoca — wu3yuuTh MHeHUE KiueHTOB. I[locrie
IMPOXOXKJIECHHS ONpOca OpPraHU3aTop OOEUIAeT JACHEKHOE BO3HArpa)KJcHUE.
OpHako, TO OKOHYaHUIO ONpoca HEOOXOAMMO 3aIuIaTUTh HEOOJBIIYIO
KOMHCCHIO, CBSI3aHHYIO C TEPEUYHMCICHUEM BO3HATPAXKICHUS WM BBECTH
NepCOoHaJbHbIC JTaHHbIE Baiieil kapThl AJIsI 3a4KCIICHUSI HA HEE JIECHEXKHBIX
CPEICTB.

JlaHHbI KeWc O4YeHb pPa3HOOOpPa3eH H OrPAHUYMBACTCS TOJIBKO
BOOOpa)XCHHEM MOIIEHHUKOB. BMecTo ompoca MOXET mpeaaraTbes
BO3MEIIEHNUE HAJIOTOBBIX BBIIIAT, KOMIICHCAIIUS 32 HAJIMYKE BAITUX JIAHHBIX B
0a3e «yTEYKU» U WHbIC MaXUHAIUU.

Baxno! Ilocerure opuuuabHYH) CTPAHUIY OPraHM3alMH, a He
pecypc, CChLJIKY Ha KOTOPbIA NPHUCIA] MOIIEHHUK WJIW NMO3BOHHUTE B
KOHTAKT-IEHTP /Uil TNPOBEPKHM HAJMYHMSI AaKIHUHU, PO3bITPhINIA WIH
ompoca.

5. «PUIIMHT U HOBIIECTBA B PA3JIMYHBIX IJIATEKAX»

JIOTOJTHUTEIFHO XOTUM pacckazaTh O HOBOW MOIIIEHHUYECKON CXeMme,
KOTOpasi B TEKyllee BpeMs IIMPOKO paclpoCTpaHEHAa Ha TEPPUTOPUH
Poccuiickoii @enepaniuvi U, K COXAJECHUIO, MOXET OBbITh aKTyallbHa JJis
rpaxaH Pecriyonuku benapyce.

3NM0YMBIIIUICHHUKAMU 1O  3JICKTPOHHOW  IOYTE€  PaCChUIAKOTCS
(danpivMBhie YBEIOMIICHUSI 00 OIUIaTE JIOJTOB 3a JKWJIMIIIHO-KOMMYHAIbHBIC
YCIIYTH, KOTOPBIE BO3HUKIIM 32 BpEMs CaMOU30IsIIMU. B muchMax coolmaercs



0 3JIOJDKCHHOCTH M MPOCHOOM OIUIATHTH MOJEIbHBIC KBUTAHIIMKA OHJIAMH,
a100 MPEeI0OCTaBUTh CBEICHUS 00 y)Ke COBepIIeHHOM orutare. B ciydae, eciu
KJIMCHT HaYMHAJI IIPOM3BOJUTH OILIATy W BBOJUTH PEKBH3UTHI KapTOYKH Ha
caiiTe, KyJa ero IpUBEIN CCHUIKU U3 MHChMa, MOIIICHHUKH TIOJTyJalld JIOCTYTI
K €ro cueTy. B ciydae urHopupoBaHus KJIMEHTOM MOJOOHBIX COOOIICHU M, eMY
3BOHIJIA OT JIMIIA YIIPABJISIONMICH KOMIAHUU U yOKIaau B HATMYHUH «JI0JITa
Mo KBapTiwiate». IIpw 3TOM MOIIEHHUWKH NBITAINCH BBIICHUTH CIIOCOOBI
OIJIaThl M PEKBH3UTHI KAPTOYKH, IO KOTOPOW MPOBOIMICS TIIATEXK, H
Ipe/UIaraif COBEPIIUTh «TECTOBYIO TPaH3aKIMIO JUISI TIPOBEPKH», a TaKKe
COO00ILIMTHL UM KOJI U3 SMS.

CToUT TOMHHTH, YTO MOIICHHUKH HUIYyT B HOTY CO BpPEMEHEM, a
0OI1I€CTBO TOCTOSTHHO TMOBBIIIAET YPOBEHb CBOMX HUMPOBBIX 3HAHUH, BCE
OoJibllle  y3HAaeT O COUMAIBHOM HMHXEHEPUH M HUHBIX  METoAax
3JI0YMBIIIICHHUKOB, IO3TOMY MCIIOJIb3yEMbIE CEHYac MOCIeTHUMU CITIOCOOBI U
CpE/ACTBa ISl XUIICHUS JECHEKHBIX CPEJICTB B CKOPOM BPEMEHU MOTYT CTaTh
HEaKTyaJbHBIMH, IO3TOMY B JIF0O00M CUTYyaIlMu HY>KHO OCTaBaThCsl MPEIETHHO
BHUMATEJIbHBIMUA U JIOCKOHAJIBHO pa300paThCs B CIYYUBIIEMCS, TIPEXKIE YEM
COOOIINTH KOMY-TO CBOM IepCcOHaNbHBIC JaHHbIe. Benp Barra 6e3omacHocTs B
NepBYyIo ouepep B Bammx pykax!



CVV KOJ, iccroron cioeose kaere
EQ KOoAabl U3 CMC
JNIOr'H U TIAPOJIb

OT YYETHOM 3AMUCY 160




OCTOPOXHO

MOLWEHHUKA!

\ Al I
3A 3TUMU JAHHBIMU OXOTATCA 3/TOYMbILWITEHHUKA

CeaHcosbie (SMS) ogHopa3zoBbie naponu. K HUM oTHOCATCA Niobble CeKpeTHbIe Kofabl,
KOTOpble NpUXoaAaT K Bam B SMS-cooblieHunx npw xofe B crctembl 6aHKa.

3aBnages UMY, MOXHO OT Baluero meHu coBeplUnTbL GUHAHCOBbIE OnepaLyvn.
BAXHO: ecnu Bbl nepeganu cekpeTHbiit KO, 3TO NO3BONAET U3MEHUTb AaHHble

B Bawem nuyHom kKabuHeTe MOBUNBLHOTO NNK NHTEPHET-OaHKa.

HUKOMY HE COOBLLAWTE, AAME COTPYAHUKAM BAHKA,
Baww ceancoBble naponu (kof, Kotopbin 6aHk otnpaenseT 8 SMS-coobuieHun)

. PekBU3NTbI KapTbl (MMes, HaNpPVUMep, TONbKO HOMEP KapTbl Wi CPOK ee AeNCTBUS,
' MOXHO OCYLWECTBAATL NOKYMKW B PAAE NHTePHET-MarasviHoB).

Nudopmaums, Kotopyio Bbl pazmectnnu B cetu UHTepHeT (doTorpadum (Hanpumep,
doTo aBuabuneTos), Homep TenedoHa, agpec, AaHHbIe NAcNOpPTa) MOWEHHUKW MOTY T
Mcnonb3oBaTh Ana GopMUpPOBaHUA JOBEPUTENbHOTO TOHA U BbIMOraTenbcTea y Bac
[leHEXHbIX CPEACTB.

HW Noa KAKM NPEAJIOTOM HUKOMY HE COOBLLAWTE
'l CeaHcoBble naponu 3 . CW-kop (3 undpsb! Ha obpaTHOI

(cekpeTHble Koabl, KoTopble CTopoHe Baweit KapTbl)
npuxoasTk Bam 8 SMS-coobueHmnax 4

JlornHel n naponn, NUYyHbIE
ot 6aHKa)

nacnopTHble faHHble

5 Homep Bawei 6aHKOBCKOM
' nnareXxHoW KapTouKm,
a TaK»Ke CpoK ee AencTevA

2 MUH-kopg (BbiaaHHbIA 6aHKOM
©  CeKpeTHblll Kog K KapTouke)

MPABW/A PABOTbI B UHTEPHETE
1. Obpallaiite BHUMaHWE Ha KOPPEKTHOCTb HaNWCaHVA agpeca caTa.
2. BHumaTenbHO NnpucmaTpuBanTech K HanMcaHMIo caiTa v K CYLLeCTBOBaHMIO

cneymanbHoro “3amouKa’, 06o3HaualowWero 3alueHHoe coeauHeHmne.
» . 3. OTKpPbITBIN MAW NEepeYepPKHYTIV 3aMOK — 6e30MacHOCTL He NOATBePXK/AeHa.

Bawa 6e3onacHocTb - B Bawmx pykax!

Pazpaborano npu nogaepxke HaynonansHoro bauka Pb



OBMAHA

1. BaM MOXeT HanucaTb/No3BOHUTL AKOObI COTPYAHUK BaHKa

1 3aNpoCcuTb KOHPUAEHLMaNnbHy0 MHPOPMaLMIO MO Balel KapTe,
NOTWH W NapoNb OT UHTEPHET/MObUNbHOro 6aHKa BO3MOXeH
WwaHTax 1 yrpo3sbl (SANOMHUTE: 6aHK HUKoraa He bygeT
3anpawmsaTth Bawm naponu u gpyrue ceKpeTHbie JaHHbIe).

BHumaHwme!
C X E M CocpepoTtoubrechb!

¢

2. 3N0YMbILLNIEHHWKW MOTYT CO3/1aTh TOUHYIO KONWIO CaiiTa, MAEHTUYHYIO

opuruHansHomy. Korga Bbl BBeeTe CBOM AaHHbIE, OHU CMOTYT WX MOMYUNTb.
=—] www.21wek.by - w BmecTO v

I www.2lvek.by — | BMecTo 1

Eemsiy www.21vek.by — opuriHanbHbIv caint

3. Mepexoan No ccoinke oT He3HakomLa ("4ecTHble” NpoaaBLUbl),
Bbl nofiBepraeTe onacHOCTY CBOW AaHHble U GUHAHCHI.

4. YcTaHOBKa Ha Balue ycTpoiicTBo nporpammbl-supyca (cuntbisaeT Bawu
AaHHble). He ocTtaensiite 6e3 npucmotpa Bawwm TenedoHbl 1 gpyrue ragkersi.

LD 5. CainTbl-"passogunst “ - npegnaralot cbirpatb B Urpy no
g\ =y NPUHLUNY UHTepHeT-Ka3nHo. CaiTbl HanpaBneHbl UCKNIOYUTENbHO
©5| HaTo, uTobbl 3aBNaAETH Bawmnmmn AeHEXHBIMN CpeACTBaMMU.

6. Mepepaya TenedpoHa TPETbUM NULLAM.

Moa npeanorom cosepLUeHNA 3B0HKa 3N0YMbILLNEHHUK NPOCUT CMapTHOH,
yCTaHaBNMBaeT HaHeM NporpammHoe obecneyeHue, NOCPeACTBOM KOTOPOro
OCYILIeCTBNAET NepeBobl AeHEXHbIX CPeacTs.

7. Kpaxa faHHbiX KapToueK (CKUMMUHT — C UCNONb30BaHWEM ® @I
Kamep ¥ CUUTBIBAIOWMX YCTPOMCTB Ha BaHKoMaTax). - &

Pa3paborario npu noagepxke HaunoHansHoro 6aHka Pb



